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Abstract

A shared data structure is lock-free if its operations do not require mutual exclusion. If one process is
interrupted inthe middle of an operation, other processeswill not be prevented from operating on that object.
Inhighly concurrent systems, lock-free datastructures avoid common problemsassociated with conventional
locking techniques, including priority inversion, convoying, and difficulty of avoiding deadlock. This paper
introducestransactional memory, anew multiprocessor architecture that supportslock-freeimplementations
of complex data structures in a simple and efficient way. Transactiona memory allows programmers to
define customized read-modify-write operations that apply to multiple, independently-chosen words of
memory. It isimplemented by straightforward extensions to any ownership-based multiprocessor cache-
coherence protocol. Simulation results show that transactional memory outperformsthe best known locking
techniques for simple benchmarks, even in the absence of priority inversion, convoying, and deadlock.
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1 Introduction

A shared data structure is lock-free if its operations do not require mutual exclusion. If one process is
interrupted in the middle of an operation, other processes will not be prevented from operating on that
object. Lock-free data structures avoid common problems associated with conventional locking techniques
in highly concurrent systems:

e Priority inversion occurs when alower-priority process is preempted while holding alock needed by
higher-priority processes.

¢ Convoying occurswhen aprocess holding alock isdescheduled, perhaps by exhausting its scheduling
guantum, by a page fault, or by some other kind of interrupt. When such an interruption occurs, other
processes capable of running may be unable to progress.

e Deadlock can occur if processes attempt to lock the same set of objectsin different orders. Deadlock
avoidance can be awkward if processes must lock multiple data objects, particularly if the set of
objectsis not known in advance.

A number of researchers have investigated techniques for implementing lock-free concurrent data structures
on conventional architectures [Bershad, 1991; Herlihy, 1990; Massalin and Pu, 1991; Mellor-Crummey,
1987; Wing and Gong, 1990].

This paper introduces transactional memory, a new multiprocessor architecture that supports lock-free
implementationsof complex datastructuresin asimpleand efficient way. Transactional memory allowspro-
grammers to define customized read-modify-write operations that apply to multiple, independently-chosen
words of memory. It isimplemented by straightforward extensions to any ownership-based multiproces-
sor cache-coherence protocol. Simulation results show that transactional memory outperforms the best
known locking techniquesfor simplebenchmarks, even in the absence of priority inversion, convoying, and
deadl ock.

In Section 2, we introduce the semantics of transactional memory by defining a collection of new
machine instructions and describing a programming style that exploits them. In Section 3 we describe
one way to implement transactional memory, and briefly discuss other techniques. In Section 4 we give
a detailed description of a bus-based (“snoopy”) protocol, and in Section 5 we describe a network-based
(“directory”) protocol. In Section 6 we discuss some alternative designs. In Section 7 we describe some
simulation results, and in Section 8, we give a survey of related work and a short discussion.

2 Semantics of Transactional Memory

A transaction is a finite sequence of machine instructions, executed by a single process, satisfying the
following properties:
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e Serializability: Transactions appear to execute serially, meaning that the steps of one transaction
never appear to be interleaved with the steps of another. Committed transactions are never observed

by different processors to execute in different orders.

e Atomicity: Each transaction makes a sequence of tentative changes to shared memory. When the
transaction completes, it either commits, making its changes visible to other processes (effectively)
instantaneously, or it aborts, causing its changes to be discarded.

The notion of a transaction originated in the database literature (viz. [Gray, 1978]). Our transactions
satisfy the same formal serializability and atomicity properties, but they are implemented using different
techniques, and they have different intended applications. Unlike database transactions, our transactionsare
intended to be short-lived activities that access a relatively small number of memory locations in primary
memory. The ideal size and duration of transactions is implementation-dependent, but, roughly speaking,
a transaction should be able to run to completion within a single scheduling quantum, and the number of
locations accessed should not exceed a processor’s cache size.

2.1 Transactional Memory Primitives

Transactional memory provides the following primitive instructionsfor accessing memory:
e Load-transactional (LT) reads the value of a shared memory location into a private register.

¢ Load-transactional-exclusive (LTX) readsthevalue of ashared memory locationinto aprivateregister,
but additionally indicates that that location islikely to be updated.

e Store-transactional (sT) tentatively writesthe value in aprivate register to a shared memory location.
Thisnew value does not become visible to other processors until the transaction successfully commits

(see below).

A transaction’sread set isthe set of locationsread by LT, and itswrite set isthe set of locations accessed by

LTX Or ST.
Transactional memory also provides the following instructions for manipulating transaction state:

¢ Commit (coMMIT) attempts to make the transaction’s tentative changes permanent. It succeeds only
if no other transaction has updated any location in the transaction’s read or write set, and no other
transaction hasread any locationin thistransaction’swrite set. If it succeeds, thetransaction’schanges
toitswrite set become visibleto other processes. If it fails, all changes to the write set are discarded.
Either way, cOMMIT returns an indication of success or failure.

e Abort (ABORT) discards all updates to the write set.
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Operation Meaning
r = LOAD(X) Reads value of location x into register .
STORE(X,V) Writes v to location x.
r=L7(x) Reads value of location x into register r for transaction.
r=LTX(X) Like LT, but hintsthat x will probably be modified.
ST(X,V) Writes v to location x for transaction.
r=coMmIT() | Triesto commit current transaction; returns success code.
ABORT() Aborts current transaction; discards ST values.
r = VALIDATE() | Checks read set consistency; returns transaction status.

Figure 1: Transactional Memory Primitives

¢ \alidate(VALIDATE) teststhecurrent transaction status. A successful VALIDATE returns True, indicating
that the current transaction has not aborted (although it may do so later). An unsuccessful VALIDATE
returns False, indicating that the current transaction has aborted, and discards the transaction’s
tentative updates.

These transactional instructions are summarized in Figure 1. By combining these primitives, the pro-
grammer can define customized read-modify-write operations that operate on arbitrary regions of memory,
not just single words. We also support non-transactional instructions, such as LOAD and STORE, which do
not affect a transaction’s read and write sets.

The VALIDATE instruction is motivated by considerations of software engineering. A set of valuesin
memory isinconsistentif it could not have been produced by any serial execution of transactions. Anorphan
isatransaction that continues to execute after it has been aborted (i.e., after another committed transaction
has updated its read set). It isimpractical to guarantee that every orphan will observe a consistent read
set. Although an orphan transaction will never commit, it may be difficult to ensure that an orphan, when
confronted with unexpected input, does not store into out-of-range locations, divide by zero, or perform
some other illegal action. All values read before a successful VALIDATE are guaranteed to be consistent. Of
course, VALIDATE is not always needed, but it simplifies the writing of correct transactions and improves
performance by eliminating the need for ad-hoc checks.

For brevity, weleave undefined how transactional and non-transactional operationsinteract when applied
to the same location.!

We also |eave unspecified the precise circumstances that will cause atransaction to abort. In particular,
implementationsare free to abort transactionsin response to certain interrupts (such as page faults, quantum
expiration, etc.), context switches, or to avoid or resolve serialization conflicts.

10One sensible way to define such interactionsis to consider aLOAD or STORE as a transaction that always commits, forcing any
conflicting transactionsto abort.
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A lock-free data structureistypically implemented the following stylized way (see Section 7 for specific
examples). Instead of acquiring a lock, executing the critical section, and releasing the lock, a process

typically
1. usesLT or LTX to read from a set of locations,
2. UsSes VALIDATE to check that the values read are consistent,
3. uses sT to modify a set of locations, and

4. uses COMMIT to make the changes permanent. If either the VALIDATE or the cOMMIT fails, the process
returnsto Step (1).

For objects where contention is high, programmers are advised to apply some kind of adaptive backoff
[Anderson, 1990; Metcalfe and Boggs, 1976] before retrying. A more complex transaction, such as one that
chains down alinked list, would alternate LT and VALIDATE instructions.

3 Implementing Transactional Memory

In this section, we give an overview of an architecture that supportstransactional memory. In later sections,

we give detailed and specific protocols for a bus-based architecture (Section 4) and for an architecture

employing an arbitrary interconnection network (Section 5). Here, however, we focus on basic principles.
Our design satisfies the following criteria

¢ Non-transactional operations do not pay a penalty: they use the same caches, cache controller logic,
and consistency protocols they would have used in the absence of transactional memory.

¢ Custom hardware support is restricted to caches and their controllers. Except for the instructions
needed to communicate with the cache controller, we make no changes to standard processor archi-
tectures.

e Transaction commit and abort are local operations. In particular, we eschew distributed commitment
protocols.

Transactional memory isimplemented by modifying standard owner ship-based cache consistency pro-
tocols. Ownershipimpliesaright to accessan item. Ingeneral, ownership may be non-exclusive (permitting
reads), or exclusive (permitting writes). Ownership isusually connected with cache residence, but isa con-
ceptually distinct property. At any given time a memory location is either (1) not owned by any processor,
(2) owned non-exclusively by one or more processors, or (3) owned exclusively by exactly one processor.
Most (but not all) shared bus (snoopy cache) protocolsand directory cache protocolsincorporate someform
of ownership.
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The basic idea behind our designis very simple: any protocol capable of detecting ownership conflicts
can also detect transaction conflict at no extracost. Before aprocessor P can load the contents of alocation,
it must acquire non-exclusive ownership of that location. Before another processor () can store to that
location, it must acquire exclusive ownership, and must therefore detect and revoke P’s ownership. If we
replace these operationswith their transactional counterparts, then it iseasy to see that any ownership-based
protocol also detects the transaction conflict between P and Q).

Once a transaction conflict is detected, it can be resolved in a variety of ways. The implementation
described here aborts any transaction that tries to revoke ownership of atransactional entry from another
active transaction. This strategy is attractive if one assumes (as we do) that timer interrupts, quantum
exhaustion, page faults, and similar kinds of interrupts will abort a stalled transaction after a fixed duration,
so there is no danger of a transaction holding resources for too long. Alternative strategies are discussed
below.

Each processor maintains two caches: aregular cache for non-transactional operations, and atransac-
tional cache for transactional operations. These caches are exclusive: an entry may reside in one or the
other, but not both. Both caches are primary caches (accessed directly by the processor), and secondary
caches may exist between them and the memory. In our simulations, the regular cache is a conventional
direct-mapped cache.

The transactional cacheisa small, fully-associative cache with additional logic to facilitate transaction
commit and abort. In addition to any tags used by the regular cache protocol, each transactional cache entry
has a transactional tag, one of: TC_INVALID (invalid), TC_NORMAL (written by a committed transaction),
TC_COMMIT (discard-on-commit), or TC_ABORT (discard-on-abort).

Transactional operations cache two entries: one with transactional tag TC_coMMIT and one TC_ABORT.
Modifications are made to the TC_ABORT entry. When a transaction commits, it sets the entries marked
TC_COMMIT to TC_INVALID, and TC_ ABORT to TC NORMAL. When it aborts, it sets entries marked TC ABORT
to TC_INVALID, and TC_COMMIT t0o TC_NORMAL. Because the transactional cache is relatively small, we
assumethat it isfeasible to provide logic to reset these transactional tagsin parallel.

When the transactional cache needs space for a new entry, it first searches for an invalid entry, then for
anormal entry, and finally for a discard-on-commit entry. If the discard-on-commit entry is dirty, it must
be written back as required by the cache consistency protocol. Notice that discard-on-commit entries are
used only to enhance performance. When a ST tentatively updates an entry, the old value must be retained
in case the transaction aborts. If the old value is resident in the transactional cache and dirty, then it must
either be marked discard-on-commit, or it must be written back to memory. Avoiding such write-backs can
substantially enhance performance when a processor repeatedly executes transactions that access the same
locations. If contention islow, then the transactions will often hit dirty entriesin the transactional cache.

The size of the transactional cache must be at least the minimal transaction size guaranteed by the
architecture. An aternative approach is suggested by the LimitL ESS directory-based cache consistency
scheme of Chaiken, Kubiatowicz, and Agarwal [Chaiken et al., 1991]. This scheme uses afadt, fixed-size
hardware implementation for directories. If a directory overflows, the protocol traps into software, and
the software emulates a larger directory. A similar approach might be used to respond to transactional
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cache overflow. Whenever the transactional cache becomesfull, it trapsinto software and emulates alarger
transactional cache. This approach has many of the same advantages as the original LimitLESS scheme:
the common case is handled in hardware, and the exceptional case in software.

All caches coordinate via a common cache consistency protocol. For example, in the snoopy cache
protocol described in more detail below, all caches snoop on the bus. If a non-transactional operation
results in a cache miss, the regular cache broadcasts the address on the bus. If a transactional cache has
that entry, it will provide the TC_NORMAL or TC_COMMIT value. As afurther optimization, if one provides
a fast data path between a processor’s regular and transactional caches, then the regular cache could use
the transactiona cache as a victim cache [Jouppi, 1990], where entries evicted from the normal cache are
moved (as TC_NORMAL entries) to the nearby victim cache instead of the faraway memory.

Let usreview the design considerations given above. Non-transactional operations interact exclusively
with conventional caches executing conventional cache consistency protocols. Moreover, we expect that
the locations accessed by transactional and non-transactional operations are largely digjoint (shared versus
non-shared variables), so the two kinds of caches should not interfere with one another. Consequently, the
principal cost of supporting transactional memory is the additional “real estate” needed to implement the
transactional cache. Custom hardware support is limited to the cache and memory controllers, and to the
transactional cache; except for providing instruction codes for communicating with the transactional cache,
the processor itself is completely unaffected. Finally, the use of custom logic to reset transactional tagsin
parallel ensures that commit and abort operations are fast.

4 A Bus-Based Protocol

We show here how to modify the simplest ownership-based protocol, Goodman’s “snoopy” protocol for
a shared bus [Goodman, 1983]. (In a later section, we apply the same techniques to a directory-based
protocol.) The regular cache runs Goodman's protocol without modification, using the same states, bus
cycles, and transitions.

Each line in both the regular and transactional cache has a state, as summarized in Figure 2. These
states are the same asin Goodman’s protocol. Each entry in the transactional cache also has atransactional
tag, summarized in Figure 3 (and described above). If an entry is cached in the transactional cache, then it
isabsent or invalid in the regular cache, and vice-versa. The protocol’s bus cycles appear in Figure 4.

4.1 Processor Actions

Each processor maintainstwo flags: the transaction active (TACTIVE) flag indicates whether atransactionis
in progress, and if so, the transaction status(TSTATUS) flag indicateswhether that transactionis active (True)
or aborted (False). The TACTIVE flag is implicitly set when a transaction executes its first transactional
operation. (This implicit approach seems more convenient than providing an explicit start transaction
instruction.)
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Name Permitted Ownership Modified?
C_INVALID none none
C_VALID read non-exclusive | no
C_DIRTY read and write | exclusive yes
C_RESERVED | read and write | exclusive no
Figure 2: Bus Protacol: Cache Line States
Name Meaning
TC_INVALID | not present
TC_NORMAL | written by committed transaction
TC_cOMMIT | discard on commit
TC_ABORT discard on abort
Figure 3: Bus Protocol: Transactiona Tags
Name | Issued Meaning Ownership
READ regular read value non-exclusive
RFO regular read value exclusive
WRITE | both write back exclusive
T_READ | transactional | read value non-exclusive
T_RFO | transactional | read value exclusive
BUSY transactional | refuse access | unchanged

Figure 4: Bus Protocol: Bus Cycles
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int fill_cache_line(Wrd address)
{
/* Check regul ar cache. */
int line = CacheLookup(cache, address);
if (line == MSS) {
line = GetEntry(cache);
cache[line].state = C_| NVALI D,
}

return |ine;

}

Figure 5: Pseudocode for Filling Regular Cache Line.

Non-transactional operationsbehave exactly asin Goodman'soriginal protocol (Figure 6). Transactional
instructionsissued by an aborted transaction cause no bus cycles and may return arbitrary values.? We now
consider transactional operations issued by an active transaction (TSTATUS is True). Each process begins
by filling a transactional cache entry as illustrated by pseudocode in Figure 7. The process queries the
transactional cache for an entry with either the TC_NORMAL or TC_COMMIT flags set. If it misses, it creates a
dummy invalid entry. If the resulting cache entry has transactional tag TC_NORMAL, the processor creates a
second copy of the entry, marking one copy TC_ABORT (discard on abort), and the other Tc_commIT (discard
on commit).

Asiillustrated by pseudo-code in Figure 8, a processor executing LT first fills the transactional cache
entry. If the entry state is C_INVALID, then the processor issues a READ cycle. If the response is BUSY,
the processor aborts the transaction and returns an arbitrary value, and otherwise, it sets the entry state to
C_VALID.

Like LT, LTX fills the transactional cache entry. If the entry is not C_.RESERVED or C_DIRTY, it issues a
transactional read for ownership cycle (T_RFO). If the response is BUSY, the processor aborts, otherwise it
sets the entry to C_RESERVED (Figure 9). ST is amost exactly the same as LTX, except that it modifies the
entry data and sets the state to C_DIRTY.

coMMIT and ABORT both set TACTIVE to False. coMMmIT invalidates al TC. comMIT entries in the
transactional cache, and sets all TC_ABORT entries to TC_.NORMAL, While ABORT invalidates all TC ABORT
entries and setsall TC_.COMMIT entriesto TC_NORMAL. If TACTIVE is True, VALIDATE returns True, otherwise
it actslike ABORT.

2As discussed below in Section 6, it is possible to provide stronger guarantees on values read by aborted transactions.
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dat a | oad( address)

{
/* Fill regular cache line. */
line = fill _cache_entry(address);
if (cache[line].state == C_INVALID) {
i ssue_bus_cycl e( READ) ;
response = get _bus_cycl e();
cache[line].data = response. dat a;
/* New entry is valid because nenory al so snoops.
cache[line].state = C VALID;
br eak;
}
return cache[line].data;
}
dat a store(address, val ue)
{
/* Fill regular cache line. */
line = fill _cache_entry(address);
switch (cache[line].state)
{
case C VALID:
/* First time => wite back to menory */
cache[line].data = val ue;
i ssue_bus_cycl e(\WRI TE(cache[line].data));
cache[line].state = C RESERVED,
br eak;
case C_RESERVED:
[* After first tinme => mark dirty */
cache[line].state = C DI RTY;
cache[line].data = val ue;
br eak;
case C DI RTY:
cache[line].data = val ue;
br eak;
case C_I NVALI D
i ssue_bus_cycl e(RFO) ;
response = get _bus_cycl e();
cache[line].data = val ue;
cache[line].state = C DI RTY;
br eak;
}

*/

Figure 6: Goodman's Protocol.
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int fill _tcache_|ine(address)

{

int new.line, old_line;
/* Check for normal or discard-on-commit entries. */
new | i ne = TransCachelLookup(tcache, address, TC NORVAL | TC ABORT);
/* No entry: create tentative and backup copies. */
if (new_line == MSS) {
old line = GetEntry(tcache);
tcache[old line].state = C I NVALID;
tcache[old line]l.tag = TC_ COW T,
new |line = GetEntry(tcache);
tcache[new |ine].state = C | NVALID;
tcache[new_|ine].tag = TC_ABOCRT;
} else {
/* Normal entry: mark it tentative and create backup. */
if (tcache[new line].tag == TC NORMAL) {
old line = GetEntry(tcache);
tcache[old_|ine].data = tcache[ new |ine]. data;
tcache[old line].state = tcache[new |ine].state;
tcache[new_|ine].tag = TC _ABORT;
tcache[old_|ine].tag TC COW T,
}
}

return new | ine;

Figure 7: Pseudocode for Filling Transactional Cache Line.
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data | oad_t rans(address)

{
/* Fill transactional cache line. */
new line = fill _tcache_entry(address);
if (tcache[new line].state == C INVALID) {
i ssue_bus_cycl e(T_READ);
switch (response = get _bus_cycle())
{
case BUSY:
/* Abort and return arbitrary value */
TSt at us = FALSE
return O;
case DATA:
/* Install data in transactional cache. */
/* Note: Could al so preallocate one additiona
tcache[ new | i ne].data = response. dat a;
tcache[new | ine].state = C VALID
br eak;
}
}
return tcache[ new |ine]. data;
}

entry.

*/

Figure 8. Pseudocode for LT.
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data | oad_trans_excl (address)

{
/* Fill transactional cache line. */
new line = fill _tcache_entry(address);
if (tcache[new line].state != C DIRTY &&
tcache[new | ine].state != C RESERVED ) {
i ssue_bus_cycl e(T_RFO);
switch (response = get _bus_cycle())
{
case BUSY:
/* Abort and return arbitrary value */
TSt at us = FALSE;
return O;
case DATA:
/* Install data in transactional cache. */
/* Note: Could al so preallocate one additional
tcache[ new | i ne].data = response. dat a;
tcache[new |ine].state = C RESERVED,
br eak;
}
}
return tcache[ new |ine]. data;
}

entry.

*/

Figure 9: Pseudocode for LTX.
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regul ar_cache()

{
while (TRUE) {
request = get_bus_cycle();
response.to = request.from
I i ne = CacheLookup(cache, request. address);
if (line!=MSS){ /* hit! */
response. data = cache[line]. data;
switch (request)
{
case READ:
case T_READ:
if (cache[line].state == C_RESERVED | |
cache[line].state == C_DI RTY)
cache[line].state = C VALID;
br eak;
case RFO
case T_RFCO
cache[line].state = C_| NVALI D,
}
i ssue_bus_cycle(response); /* inplicitly wites back to nmenory */
}
}
}

Figure 10: Pseudocode for Regular Snooping Cache.

4.2 Snoopy Cache Actions

Both the regular cache and the transactional cache snoop on the bus. A cache ignores any bus cycles for
linesnot in that cache. The regular cache behaves asfollows (Figure 10). On aREAD or T_READ, if the state
iS C_VALID, the cache returnsthe value. If the state is C_.RESERVED or C_DIRTY, the cache returns the value
and resets the state to C_vALID. On aRFO or T_RFO, the cache returns the data and invalidates the line.

Thetransactional cache behaves asfollows (Figure 11). If the current transaction isaborted (TSTATUS is
False), or if the cycle is non-transactional (READ and RFO), the cache acts just like the regular cache, except
that it ignores entries with transactional tag other than TC_ NORMAL. On T_READ, if the stateis C_vALID, the
cache returns the value, and for all other transactional operationsit returns BUSY.

Either cache can issue a WRITE request when it needs to replace a cache line (not shown in the
pseudocode). The memory responds only to READ, T_READ, RFO, and T_RFO requests that no cache responds
to, and to WRITE requests.
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trans_cache()

while (TRUE) {
request = get_bus_cycle();
response.to = request.from
tline = TransCacheLookup(tcache, request.address, TC COW T);
if (tline == M SS)
tline = TransCacheLookup(tcache, request.address, TC ABORT);
if (tline!=MSS){ /* cache hit */
response. data = cache[line]. data;

if ((! TStatus) || request == READ || request == RFO {
/* Tag must be normal - act |ike regular cache. */
switch (request)
{
case READ:
case T_READ:
if (cache[line].state == C_RESERVED | |
cache[line].state == C_DI RTY)
cache[line].state = C VALID;
br eak;
case RFO
case T_RFCO
cache[line].state = C_| NVALI D,
}
i ssue_bus_cycl e(response);
} else {
/* Act like transactional cache */
if (request == T_READ && tcache[tline].state = C VALID)
i ssue_bus_cycl e(response);
el se
i ssue_bus_cycl e( BUSY) ;
} /* else */
} [* if */
} [* while */

Figure 11: Pseudocode for Transactional Cache.
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Interrupts and transactional cache overflows set TSTATUS to False.

4.3 Discussion

For brevity, we have chosen not to specify how transactional and non-transactional operationsinteract when
applied concurrently to the same location. We expect that such a conflict is amost always an error. One
reasonabl e choice isto abort a transaction when a non-transactional operation tries to revoke its ownership.
Another choiceisto signal some kind of error condition. The transactional cache protocol presented above
can easily be extended to provide either behavior.

There are many opportunitiesfor overlapping and pipelining the protocol given above. For example, an
LTX that hits in the cache but needs an RFO cycle could proceed, postponing an examination of the results
of the ownership request. Similar techniques apply to ST ownership. COMMIT, ABORT, and VALIDATE are
operationslocal to the cache, and LT, LTX, and ST have essentially the same costs as their non-transactional
counterparts.

Deadlock (cyclic waiting) isimpossible in thisimplementation because transactions never wait for one
another. A high-priority transaction cannot be delayed indefinitely by a lower-priority transaction, because
the latter will be aborted by a timer interrupt if it runstoo long. Starvation, however, is still possible. We
believe that the best way to avoid starvation isto advise programmersto adopt an adaptive backoff strategy:
a transaction that repeatedly aborts should wait for some duration before retrying. (A backoff strategy
also helps reduce contention caused by BusY bus cycles.) In the simulation results given below, we use
a simple exponential backoff scheme. To alleviate priority inversion, a high-priority transaction might try
more frequently than a low-priority transaction.

We originally considered incorporating a backoff strategy in the cache coherence protocol itself. Our
simulations, however, show that backoff schemes need to be tuned to perform well, and so hardware backoff
seems overly inflexible. Anderson [Anderson, 1990] reports a similar experience in aleviating contention
for spinlocks: exponential backoff works well, but the parameters must be chosen carefully.

As an alternative to relying on timer interrupts to abort slow transactions, we also considered a “ grace
point” scheme, in which each transaction isallowed to refuse afixed number of attemptsto revoke ownership.
A transaction aborts after exhausting itsgrace points, and isthen restarted with alarger number, up to afixed
maximum. In the benchmarks we simulated, the performance of the grace point scheme isindistinguishable
from the performance of the timeout scheme. The principal disadvantage of the grace point scheme is that
it requires a more complex cache controller.

Theimplementation given aboveispessimistic: atransaction doesnot relingquish ownershipto requesters.
We also considered optimistic policies, in which the requester can preempt ownership (aborting the holder).
Our simulation results showed that this strategy did not perform as well at high levels of contention.
Although exponential backoff was sufficient to avoid cyclic restart, newer transactions tended to abort older
transactions, causing morework to bediscarded. A hybrid approach isan attractiveway to eliminate priority
inversion completely: higher-priority transactions can (optimistically) revoke ownership from lower-priority
transactions, but not vice-versa.
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5 A Directory-Based Protocol

In this section we show how to modify Chaiken’s directory-based protocol [Chaiken, 1990; Chaiken et al.,
1991] to support transactional memory. The regular cache runs Chaiken’s protocol without modification,
using the same states, messages, and transitions.

The cache line states, shown in Figure 12, are the same as in Chaiken's protocol. States come in pairs:
a “network wait” state indicates that there is an outstanding request to replace that cache line. Just asin
the bus protocol, the transactiona cache uses additional transactional tags on each entry (Figure 3). The
protocol’s messages appear in Figure 13.

A directory entry consists of data, a state (summarized in Figure 14), and an array of pointers to
caches that hold copies of the data. The memory controller can distinguish between pointers to regular and
transactional caches.

Many aspects of the directory protocol are the same asthe bus protocol: commIT and ABORT instructions
are identical, and transactional instructions issued by an aborted transaction may return an arbitrary value
and cause no network traffic. Each process begins by filling atransactional cache entry in the same way.

Our protocol differs from the bus protocol in one important respect. In the bus protocol, an active
transaction will always refuse to relinquish ownership of an entry to another transaction. In a directory
protocol, such refusals introduce complications. For example, a transaction executing a ST might need
to invalidate multiple non-exclusive owners. Some of these might refuse, and some might accept. The
directory protocol would have to keep track of which is which, perhaps using one bit per owner. This
structure ismore complex than in Chaiken’s original protocol, which usesa per-entry counter to detect when
all outstanding acknowledgments have been received. The implementation we simulated is a compromise:
an active transaction will never relinquish exclusive ownership, but will aways relinquish non-exclusive
ownership, so we can till use a counter to track outstanding acknowledgments.

For brevity wewill review how our directory protocol handlesLT; the other operationsare similar. When
an active transaction issues a LT, it repeatedly polls the local transactional cache (Figure 15). If the entry
isvalid, the cache returns the data. Otherwise, if the entry isinvalid, the cache sends a TRREQ message to
the memory controller. When the memory controller receives the TRREQ message, it checks the status of
the directory entry (Figure 16). If the entry is missing, the memory controller installs the entry and grants
the transaction non-exclusive ownership. If the entry is owned exclusively, the controller sends the owner
atransactional invalidation message (Figure 17), and enters the D_READTRANS state until the invalidationis
acknowledged. If the owner refuses, the refusal isforwarded to the requesting transaction, which will abort
(Figure 18). If the entry is owned non-exclusively, the controller checks whether the transaction already has
ownership. If not, it grants ownership, and in either case it sends back the data. If the list of non-exclusive
ownersoverflows, the controller revokes ownership of one processor chosen at random (Figure 19). Finaly,
if the directory isin the middie of aread or write transaction, it returns a Busy message and the requester
will try again later (Figure 20).
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Name Permitted Ownership
C_INVALID,C_INVALID_NETW none none
C_READONLY,C_READONLY_ NETW reading non-exclusive
C_READWRITE, C_READWRITE. NETW | reading and writing | exclusive

Figure 12: Directory Protocol: Cache Line States

Type Name | Meaning
Reg. Cacheto Memory | RREQ read request

WREQ | writerequest

REPU evict unmodified entry

REPM evict modified entry

UPDATE | acknowledge invalidation (modified)

ACKC acknowledge invaidation (unmodified)
Trans. Cacheto Memory | TRREQ | read request

TWREQ | write request

REFUSE | refuseinvalidation

UPDATE | acknowledge invalidation (modified)

ACKC acknowledge invaidation (unmodified)
Memory to Either Cache | INV invalidate

TINV transactional invaidate

RDATA | read data

WDATA | write data

BUSY busy signal

Figure 13: Directory Protocol: Messages

D_READWRITE
D_READTRANS

Name Meaning
D_ABSENT absent
D_READONLY severa non-exclusive owners

one exclusive owner
holding read request, update in progress
D_WRITETRANS | holding write request, invalidation in progress

Figure 14: Directory Protocol: Directory States

17
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data | oad_t rans(address)
{
new line = fill _tcache_entry(address);
while (TRUE) {
/* Al ready aborted? */
if (! TStatus) return (0);
switch (tcache[new |ine].state)
{
case C_|I NVALI D:
send_to_menory( TRREQ address);
tcache[new |ine].state = C_| NVALI D NETW
br eak;
case C I NVALI D NETW
br eak;
case C_READONLY:
case C READONLY_NETW
case C_READVRI TE:
case C READWRI TE_NETW
return(tcache[ new |ine].data);
}
/* Poll again later. */
SUSPEND,;

}
}

Figure 15: Directory Protocol: Transactional Load
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void trreq_handl er(Word address, int processor)
{ directory *d = DirectoryLookup(address);
switch (d->status) {
case D _ABSENT:
d->dir[0] = processor; d->type[0] = TRANS; d->dircnt = 1;
d->state = D READONLY;
send_to_tcache(processor, RDATA(nenory[address]));

return;
case D _READONLY:
for(i =0; i <d->dircnt; i++)
if (d->dir[i] == processor ) { /* Present => return data */
send_to_tcache(processor, RDATA(nenory[address]));
return; }

if (d->dircnt < DORECTORY_SIZE ) { /* Absent, n < p => add it */
d->dir[d->dircnt] = processor; d->type[d->dircnt] = TRANS;
d- >di rcnt ++;
send_to_tcache(processor, RDATA(nenory[address]));

} else { /* Absent, n == => replace randomy */
int victim= random() % DI RECTORY_SI ZE;
if (d->type[victim == REGULAR) send_to_cache(victim |NV(address));

el se send_to_tcache(victim | NV(address));
d- >ackctr++; d->dir[victin] = processor; d->type[victin] = TRANS;
send_to_tcache(processor, RDATA(nmenory[address])); }

return,

case D READWRI TE:

if (d->type[0] == REGULAR) send_to_cache(victim |NV(address));

el se send_to_tcache(victim TINV(address));

d- >ackctr++;d->di r[0] = processor;d->type[0] = TRANS;

d->state = D READTRANS;

return;
case D READTRANS: case D WRI TETRANS:
if (d->type[0] == REGULAR) send_to_cache(processor, BUSY);
el se send_to_tcache(processor, BUSY);
return; }

Figure 16: Memory Controller: Transactional Load
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voi d tcache_TI NV(address)
{
int line = TransCacheLookup(tcache, address, TC NORVAL | TC ABORT);
if (line == MSS) {
send_to_menory( ACKC, address);
return;

}

switch (tcache[line].state)
{
case C_I NVALI D
case C_ I NVALI D_NETW
send_to_menory( ACKC, address);
return,
case C_READONLY:
case C READONLY_NETW
if (tcache[line].tag == TC_ABORT) {
int old = TransCachelLookup(address, TC COWM T);
if (old !'= MSS)
tcache[ol d].state = C_| NVALI D,
}
TSt at us = FALSE;
send_to_menory( ACKC, address);
return;
case C_READWRI TE:
case C READWRI TE_NETW
if (tcache[line].tag == TC NORMAL) {
send_t o_nenor y( UPDATE( addr ess, t cache[l i ne].data));
tcache[line].state = C I NVALI D
} else {
send_t o_nenor y( REFUSE, address);
}

}

Figure 17: Directory Protocol: Transactional Cache TINV
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voi d tcache_ REFUSE()

{
TSt at us = FALSE;

}

Figure 18: Directory Protocol: Transactional Cache REFUSE

6 Implementation Rationale

In this section, we review a number of aternative implementation strategies.

In our first explorationswe designed systems having a single unified cache. Thisdesign was convenient
for exposition, but not necessarily practical for implementation. Modern caches are usually direct mapped
or set associative with a reasonably small set size, and if one does not add additional mechanism to handle
set overflows, the set size restricts the worst case humber of memory elements that can be involved in a
transaction. Further, one must add transactional cache functionality to the entire, large cache, including
(for reasonable efficiency and low complexity) the single cycle commit/abort logic, which might require
large/slow drivers. In any case, hardware designers might be skeptical of achieving the same cache cycle
time with a unified transactional cache as they would with a simple direct mapped cache.

Thisleads naturally to the notion of a separate transactional cache designed specifically for transactional
operations, not interfering with the design of the regular cache. We did devise a scheme that probes both
caches in parallel, giving preference to the transactional cache (which can and does hold non-transactional
entries, e.g., after commit). This appears to require an extra stage of discrimination and multiplexing logic
that again might interfere with achieving top performance from the regular cache.

Thus we arrive at separate caches that are not probed in parallel, but sequentially. That is, for regular
memory operations one probes the regular cache, and then probes the transactional cache only on aregular
cache miss. Similarly, transactional operations go to the transactional cache first, and probe the regular
cache only on a transactional cache miss. As previously observed, this is closely related to the victim
cache concept (which helped influence our thinking). One could certainly combine the transaction and
victim caches; victims would be entered with a TC_NORMAL transaction state and the appropriate cache
state (e.g., C_VALID, C_DIRTY, or C_ RESERVED for the bus cache described earlier). Asa dight performance
improvement for systemswhere the processor cycletimeisfaster than the cache cycle time one could probe
both caches in parallel, but check for misses sequentialy; i.e., it would take one processor cycle longer to
get an item from the “wrong” cache, rather than a complete cache cycle.

We also considered designs in which each transactional item consumes a single transactional cache
entry, rather than two entries as described here. As we pointed out, the main problem with having only
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voi d tcache_I NV(address)

{
int line = TransCacheLookup(tcache, address, TC NORVAL | TC ABORT);
if (line == MSS) {
send_to_menory( ACKC, address);
return;
}
switch (tcache[line].state)
{
case C_I NVALI D
case C_ I NVALI D_NETW
send_to_menory( ACKC, address);
return,
case C_READONLY:
case C READONLY_NETW
if (tcache[line].tag == TC_ABORT) {
ol d = TransCacheLookup(address, TC COWM T);
if (old !'= MSS)
ol d.state = C_| NVALI D,
}
TSt at us = FALSE;
send_to_menory( ACKC, address);
return;
case C_READWRI TE:
case C READWRI TE_NETW
send_t o_nenor y( UPDATE( addr ess, t cache[l i ne].data));
tcache[line].state = C I NVALI D
}
}

Figure 19: Directory Protocol: Transactional Cache Invalidation



6 IMPLEMENTATION RATIONALE

voi d tcache_ BUSY(address)
{

I ine = TransCacheLookup(tcache, address, TC NORMAL | TC ABORT);

if (line == MSS) {
send_to_menory( ACKC, address);
return;

}

switch (tcache[line].state)

{

case C_I NVALI D

case C I NVALI D_NETW
tcache[line].state = C | NVALI D
return,

case C READONLY_NETW
tcache[line].state = C_ READONLY;
return,

case C READWRI TE_NETW
tcache[line].state = C_ READWRI TE;

}

Figure 20: Directory Protocol: Transactional Cache BUSY
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one entry isthat if it isin state TC_NORMAL and is dirty, then transactional instructions must write it back
to memory. Having two entries allows us to roll back as well as forwards and avoids such write back bus
cycles. Having two entries requires two cache cycles to set them up. Thisisnot bad compared with doing
amemory cycle, and the complexity of the cache controller isprobably comparable. Choosing between the
one entry and two entry approaches intelligently would require analyzing more details of typical program
behavior and implementation costs.

However, we observe that the implementation of the two entry scheme can be improved as follows.
First, for LT instructions we can guess that the item will not be modified and not allocate two entries, and
force st to do so if required. This requires adding a transactional cache state to indicate that the entry is
transactional (i.e., not invalid or normal) but should be discarded on neither commit nor abort. When st
finds there is no TC_ABORT entry, it fixes things up (taking two cycles, one to fix the old entry and one to
create the new one). On the other hand, LTX would create two entries, but the processor could proceed
immediately after a cache hit, with the entry creation happening in the transactional cache controller. This
might very well “hide” the extra cycle most of the time. ST could be similarly improved, but it may be not
worth it since an st would normally be preceded by an LTX to the same location.

Turning to a different topic, for programsto be written in a uniform and portable manner, one needs to
guarantee at theinstruction set architecture level the minimum transaction size that the architecture supports.
At present we do not have a good feel for what such a size might be, but it should probably be between 10
and 100. Since one might not want to put a fully associative cache of this size into every implementation
of the architecture, schemes that use some hardware but handle larger transactions via software traps seem
to be desirable. In fact, one can avoid hard limits on transaction size by offering the software overflow
mechanism with all implementations.

We have considered how to implemented transactional memory with software overflow. Here are the
tasks one must accomplish: support the machine's transactional primitives; support their interaction with
the non-transactional instructions (however one chooses to define those semantics); support the bus/network
interactions with other caches. The main observation we make is that supporting all of these operations
without too much slowdown requires some hardware support to filter out actions that definitely do not
involve the transactional items being maintain by software. One way to do thisis to have a vector of bits
b[0], ..., b[k — 1] where each b[¢] isassociated with adistinct set of addresses, and 5[] is1if the software has
any entries from the corresponding set, and is 0 otherwise. In particular, when doing a cycle, if the regular
and transactional caches miss, then one calculates z from the address (probably by simply extracting some
subset of bits from the address) and tests 4[] to determine whether or not to trap. The number of the b[7]
and the hash function used determine the number of traps, and in particular, the number of traps that are
ultimately useless because the item is not actually present.

By aborting more transactions, we can avoid many of the traps. In particular, if the software store
is not allowed to hold on to items after commit, and does not hold dirty TCc coMmmIT items, then none of
the items maintained in the software are needed to respond to external requests. Similarly, if we rule out
non-transactional actions on transactional items, we can abort when such actions occur and need not probe
the software store. Thus, only local transactional cycles need to probe the software entries. In all other
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cases, if we missin both hardware caches, and the 5[] bit is set, we abort. For this approach to work, we
need to be able to vary the hash function so that normal loads that lie in the same b[¢] set as a transactional
item will not get usinto cyclic restart. We suggest that if the hash function is defined as selecting some
subset of the bits of the address, say m out of » bits, we provide m multiplexor circuits, each capable
of selecting 1 of the n bits in an address, and alow the software to change the control on each of these
multiplexorsindependently. This allows any m of the n bits to be selected. The m bits then select one of
the b[<] (of which there are 2™).

One additional mechanism is required: the processor must be able to freeze transactional cache item
ownership while doing a commit, since the software will have to write out one item at atime from its store,
unlike the single cycle commit we can do in hardware. Thus external requests will have to be put off, by
indicating the processor is busy. This already fitsinto the network design, but the shared bus design would
have to be adjusted a bit.

We note that transactional memory should fit well with superscalar processor designs, since it makes
ordering requirements clear. Among other things, transactions do not need to be resolved until the result of
acommit or validate is actually used, just as loads do not have to complete until their result isrequired by a
later instruction.

On adifferent topic, there are circumstances in which one would like to drop an item from the current
transaction’s read set. For example, if we are chaining down alinked list looking for a particular item with
the intent of unchaining it, we need only maintain at most two of thelist pointersin the read set at atime,
and to reduce contention as well as avoid transactional cache overflow, we should release ownership of
earlier itemsin the list. This requires adding a new instruction, which will revert a single item, and which
causes an abort if the item was modified by the transaction. One could relax that restriction aswell if there
areinteresting usesfor early and unconditional commit of some changes, but it seems dangerous unlessone
simultaneously validates the current transaction.

Finally, we observe that we could reduce the need for VALIDATE instructions if we guarantee that an
orphan transaction that appliesa LT or LTX instruction to a variable always observes some value previously
written to that variable. For example, if ashared variable alwaysholdsavalid array index, then it would not
be necessary to validate that index before using it. Such a change would incur a cost, however, because an
orphan transaction might sometimes have to read the variable's value from memory or another processor’s
cache.

7 Simulation Results

To gain some insight into the performance of transactional memory, we modified a copy of the Proteus
simulator [Brewer et al., 1991] to support transactional memory. Proteus is an execution-driven simulator
system for multiprocessors developed by Eric Brewer and Chris Dellarocas of MIT. The program to be
simulated is written in a superset of C. References to shared memory trap to the simulator, and other
instructions are executed directly, augmented by cycle-counting code inserted by a preprocessor. Because
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void Sem P(Word *s) /[* 0 => busy, 1 => free */

{
unsi gned backoff = BACKOFF_M N, wait;
while (1) {
if ((int) *s)
if ((int) Test_and_Set(s))
br eak;
wait = random() % (01 << backoff);
while (wait--);
i f (backoff < BACKOFF_MAX) backof f ++;
}
}

Figure 21: Spin Lock with Backoff

shared int counter;

voi d process(int work)

{
i nt success = 0, backoff = BACKOFF_MN, wait;

whil e (success < work) {
ST(&counter, LTX(&counter) + 1);
if (COMT()) {
success++;
backof f = BACKOFF_M N,
}
el se {
wait = random() % (01 << backoff);
while (wait--);
i f (backoff < BACKOFF_MAX) backof f ++;
}
}
}

Figure 22: Counting Benchmark
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most of the program is executed directly by the host processor, large simulations can be run relatively
quickly. Proteus does not capture the effects of instruction caches or local caches.

Weimplemented both the extended version of Goodman’s snoopy protocol, on a 32-processor bus-based
architecture, and the extended version of the Chaiken directory protocol, on a 32-processor (simulated)
Alewife [Agarwal et al., 1991]. In both simulations, the regular cache is a direct-mapped cache with 2048
lines of size 8 bytes, and the transactional cache has 64 8-byte lines.

We constructed three simple benchmarks, and ran them with four different synchronization mechanisms:
(1) transactional memory with user-level exponential backoff, (2) test-and-test-and-set (TTS) [Rudolph,
1983] spin locks with exponential backoff [Anderson, 1990; Metcalfe and Boggs, 1976] (Figure 21), (3)
LOAD_LINKED/STORE_COND (LL/SC) spin locks with exponential backoff, and (4) queue locks [Anderson,
1990; Graunke and Thakkar, 1990; Mellor-Crummey and Scott, 1991]. For a single-word counter bench-
mark, we also ran a LL/SC implementation directly on the shared variable. All thelockingimplementations
perform synchronization in-line, and all schemes that use exponential backoff use the same fixed minimum
and maximum backoff durations. We now give a brief review of the three locking techniques.

A spin lock is perhaps the simplest way to implement mutual exclusion. Each processor repeatedly
applies a test-and-set operation until it succeeds in acquiring the lock. As discussed in more detail by
Anderson [Anderson, 1990], this naive technique performs poorly because it consumes excessive amounts
of processor-to-memory bandwidth. On a cache-coherent architecture, the test-and-test-and-set [ Rudol ph,
1983] protocol achieves somewhat better performance by repeatedly rereading the cached value of the lock
(generating no memory traffic), until it observesthelock isfree, and then applying the test-and-set operation
directly tothelock in memory. Even better performanceisachieved by introducing an exponential delay after
each unsuccessful attempt to acquire alock [Anderson, 1990; Mellor-Crummey and Scott, 1991]. Because
Anderson and Mellor-Crummey et al. have shown that TTS locks with exponential backoff substantially
outperform conventional TTS locks on small-scale machines, it isanatural choice for our experiments.

The LL operation copies the value of a shared variable to alocal variable. A subsequent SC to that
variablewill succeed in changing itsvalue only if no other process has modified that variable in the interim.
If the operation does not succeed, it leaves the shared variable unchanged. The LL/SC operations are
the principal synchronization primitives provided by the MIPS R4000 [Kane, 1989] and Digita’s Alpha
[Digital Equipment Corporation]. On a cache-coherent architecture, these operations are implemented as
single-word transactions— a SC succeeds if the processor retains exclusive ownership of the entry read by
theLL.

In a queue lock, each process atomically increments a shared variable, and uses the resulting value
as an index into a boolean array. The process waits until the indexed value in the array becomes True,
and then enters the critical section. When it leaves the critical section, it “informs’ the process with the
next higher index by setting its array value to True. Variations of queue locks have been proposed by
Anderson [Anderson, 1990], by Mellor-Crummey and Scott [Mellor-Crummey and Scott, 1991], and by
Graunke and Thakkar [Graunke and Thakkar, 1990]. This technique produces low memory contention,
since processes spin on different cached locations, and has been observed to perform well on small-scale
bus-based architectures. In our network implementation of this technique, we found that it was necessary
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Figure 23: Counting Benchmark: Bus and Network

to scatter the array elements among the participating processors to reduce network congestion.

7.1 Counting Benchmark

In our first benchmark (code in Figure 22), each of n processes increments a shared counter 216/n times,
where n ranges from 1 to 32. In this benchmark, transactions and critical sections are very short (two
shared memory accesses) and contention is correspondingly high. In Figure 23, the vertical axis shows
the number of cycles needed to complete the benchmark, and the horizontal axis shows the number of
concurrent processes. Transactional memory has substantialy higher throughput than any of the locking
implementations, at al levels of concurrency, for both bus-based and directory-based architectures. The
explanation is simple: transactional memory uses no explicit locks, and therefore requires fewer accesses
to shared memory. For example, in the absence of contention, the TTS spin lock makes at least five
references for each increment (a read followed by a test-and-set to acquire the lock, the read and write in
the critical section, and awriteto release thelock). The LL/SC and queue lock implementationsare similar.
Transactional memory, on the other hand, requires only three shared memory accesses (the read and writeto
the counter, and the commit, which goes to the cache but causes no bus cycles). The only implementation
that outperforms transactional memory is one that applies LL/SC directly to the counter, without using a
lock. Direct LL/SC performswell here because no commit operation isnecessary. Notice, however, that the
only way we can use LL/SC for the other benchmarksisas a spin lock, since they use shared data structures
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Figure 24: Single-Processor Time Line: Transactional Memory
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Figure 25: Single-Processor TimeLine: TTS Spin Lock
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Figure 26: Single-Processor Time Line: Queue Lock
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Figure 27: Two-Processor Time Line: Transactional Memory
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Figure 28: Two-Processor TimeLine: TTS Spin Lock
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Figure 29: Two-Processor Time Line: Queue Lock
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that occupy multiple words of memory. These results suggest that it might be effective to provide a single
operation that atomically performs a transactional store and attemptsto commit the current transaction.

As an aside, we note that the LL/SC spin lock substantially outperforms the TTS spin lock in the bus
architecture, but not in the network architecture. Thisdifference isan artifact of Goodman’s snoopy cache
protocol. The first time a location is modified, Goodman's protocol marks it reserved and writes it back.
This technique works well for some variables, but it is poorly suited for spin locks, since they are about to
be written again (when they are released). Both the LL/SC protocol and Chaiken’s directory protocol avoid
thisinefficiency, leaving the lock variable dirty in the cache.

The behaviors of the different schemes are illustrated in Figures 24, 25, and 26, which show fragments
of the time lines for the single-processor counting benchmarks for transactional memory, TTS spin lock,
and queue lock on the bus architecture. Each time line shows the durations of three kinds of activities:
(1) useful work: committed transactions or critical sections, (2) overhead: aborted transactions, lock
management, or backoff, (3) other: primarily loop indexing. These figures show that the transactional
memory implementation, which does no lock management, is able to pack more committed transactions
into an interval than the locking schemes, which have a substantial synchronization overhead.

Figures 27, 28, and 29 show time line fragments for the two-processor counting benchmark. Although
we now see the effects of transaction aborts and backoffs, the transaction length is short enough that the
transactional memory implementation can still sometimes overlap loop overhead with transactions (see the
right-hand side of Figure 27). In the TTS and queue lock implementations, such an overlap isimpossible
because of the lock management overhead.

7.2 Producer/Consumer Benchmark

In the producer/consumer benchmark (code in Figure 30), » processes share a bounded FIFO buffer,
initially empty. Half of the processes produce items, and half consume them. The benchmark finishes
when 216 operations have completed. In the busarchitecture (Figure 31), all throughputs are essentially flat.
Transactional memory has higher throughputs than the others, although the difference is not as dramatic
as in the counting benchmark. In the network architecture, al throughputs suffer somewhat as contention
increases, athough the transactional memory implementations suffers least.

7.3 Doubly-Linked List Benchmark

In the doubly-linked list (code in Figure 32), n processes share a doubly-linked list anchored by head and
tail pointers. Each process dequeues an item by removing the item pointed to by head, and then enqueues
it by threading it onto the list at tail. A process that removes the last item sets both head and tail to NULL,
and a process that inserts an item into an empty list sets both head and tail to point to the new item. The
benchmark finishes when 216 operations have completed.

Thisexampleisinteresting becauseit haspotential concurrency that isdifficult to exploit by conventional
means. When the queue is non-empty, each transaction modifies head or tail, but not both, so enqueuers
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t ypedef struct {

Word degs;

Word engs;

Word itenms[ QUEUE_SI ZE] ;
} queue;

unsi gned queue_deqg(queue *q) {
unsi gned head, tail, result, backoff = BACKOFF_M N, wait;
while (1) {
result = QUEUE_EMPTY;
tail = LTX(&g->enqgs);
head = LTX(&g- >deqgs);
if (head !'= tail) { /* queue not enpty? */
result = LT(&g->itens[ head % QUEUE_SI ZE] ) ;
ST(&g- >deqs, head + 1); /* advance counter */

}
if (COWM T()) break;
/* abort => backoff */
wait = random() % (01 << backoff);
while (wait--);
i f (backoff < BACKOFF_MAX) backoff ++
END_BACKOFF;
}

return result;

}

Figure 30: Part of Producer/Consumer Benchmark

can (in principle) execute without interference from dequeuers, and vice-versa. When the queue is empty,
however, transactions must modify both pointers, and enqueuers and dequeuers conflict. This kind of
state-dependent concurrency is not realizable (in any simple way) using locks, since an enqueuer does not
know if it must lock the tail pointer until after it has locked head pointer, and vice-versa for dequeuers.
If an enqueuer and dequeuer concurrently find the queue empty, they will deadlock. Consequently, our
locking implementationsuse asingle lock. By contrast, the most natural way to implement the queue using
transactional memory permits exactly this parallelism. This example also illustrates how VALIDATE is used
to check the validity of a pointer before dereferencing it.

The execution times appear in Figure 33. The locking implementations have substantially lower
throughput, primarily because they because never alow enqueues and dequeues to overlap.
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8 Discussion and Related Work

Transactional memory is adirect generalization of the load-linked (LL) and store-conditional (SC) instruc-
tions proposed by Jensen et al. [Jensen et al., 1987], and since incorporated into the MIPS R4000 [Kane,
1989] and Digital’s Alpha [Digital Equipment Corporation]. The LL instruction is essentially the same
as LTX, and SC is a combination of st and commIT. The LL/SC can implement any read-modify-write
operation, but itisrestricted to asingleword. Transactional memory hasthe sameflexibility, but can operate
on multiple, independently-chosen words. We are not the first to observe the utility of performing atomic
operations on multiplelocations. For example, the Motorola 68000 provides a COMPARE& SWAP2 operation
that operates on two independent locations. This instruction was used by Massalin and Pu [Massalin and
Pu, 1991] for lock-free list manipulation in an operating system kernel. Transactional memory provides
more powerful support for this“lock-free” style of programming.

The literature includes a variety of memory consistency models, including sequential consistency
[Lamport, 1979], processor consistency [Goodman, 1989], weak consistency [Dubois et al., 1986; Dubois
and Scheurich, 1990], and release consistency [Gharachorloo et al., 1990]3. Of these, transactional memory
most closely resembles release consistency. LT, LTX, and ST are similar to ACQUIRE, and COMMIT issimilar
to RELEASE. Perhaps the most significant difference is that transactions can abort, and do so consistently
and cleanly. We distinguish transactional and non-transactional memory operations, and private memory

3SeeGharachorlooet a. [Gharachorloo et al., 1991] for concise descriptions of these model saswel| as performance comparisons.
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typedef struct |ist_elen{

struct |ist_elem*next; /* next to dequeue */
struct list_elem*prev; /* previously enqueued */
int val ue;

} entry;

shared entry *Head, *Tail;
void list_eng(entry* new) ({

entry *old_ tail;
unsi gned backoff = BACKOFF_MN, wait;

new >next = new >prev = NULL;

while (TRUE) ({
old_tail = (entry*) LTX(&Tail);
i f (VALIDATE()) {
ST(&new >prev, old_tail);

if (old_tail == NULL) {
ST(&Head, new);

} else {
ST(&ol d_tail ->next, new);

}
ST(&Tail, new);
if (COMT()) return;
}
wait = random() % (01 << backoff);
while (wait--);
i f (backoff < BACKOFF_MAX) backof f ++;
}

Figure 32: Part of Doubly-Linked List Benchmark
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accesses are not affected by transactional operations. Also, the transactional memory primitives include
synchronization, while ACQUIRE and RELEASE are primarily intended for use within critical sections.

Like the models cited above, transactional memory imposes certain constraints on instruction issue and
reordering. For example, LT, LTX, ST, LOAD, and STORE instructions referring to different locations may
be reordered freely, but LT and LTX instructions may not be reordered with respect to successful VALIDATE
instructions, and LT, LTX, and ST may not be reordered with respect to successful commIT instructions. While
transactional memory obviates certain common uses of memory access barrier instructions, barriers are still
useful for non-transactional data. For example, one might construct a list element using non-transactional
operations, and thread it onto a list using transactional operations. The element’s initialization must take
effect before that transaction commits, suggesting that commIT and VALIDATE should perhaps implicitly
perform barriers.

Other researchers who have investigated architectural support for multi-word synchronization include
Knight [Knight, 1986], who suggests using cache consistency protocols to add parallelism to “mostly
functional” LIsPprograms, and thel BM 801 [ Chang and M ergen, 1988], which provides support for database-
style locking in hardware. Note that despite superficial similarities in terminology, the synchronization
mechanisms provided by transactional memory and by the 801 are intended for entirely different purposes,
and use entirely different techniques.

Our approach to performance issues has been heavily influenced by recent work on locking in multi-
processors, including work of Anderson [Anderson, 1990], Bershad [Bershad, 1991], Graunke and Thakkar
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[Graunke and Thakkar, 1990], and Mellor-Crummey and Scott [Mellor-Crummey and Scott, 1991].
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